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OpIBaeT Au ayrcopcuHr Hb?

Hrops Aamrysnos
kTop LlenTpa mrdOpMAITHOHHOI OE30IIaCHOCTH

xkommraauu «Muadocucremer Axer



O 4geMm peub j@%

4 BOMPOCA MNMPO AYTCOPCHHI" b

AYTCOPCHUHI UBb: YTO XXKE MOXXHO MNEPEAATDL
3A4YEM U NOYEMY? CEPBUC-NPOBAWAEPY?

NOYEMY HEAb3A NEPEAATDb CKOABKO CTOUT
BE3OMNACHOCTb HA AYTCOPCUHI? AYTCOPCHHI?
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[ Touemy 3aaymeiBarorcs oo ayrcopcunre Vb

COKPALUEHUE YNPABAEHYUCKUX 3ATPAT

HEXBATKA
CHWXKEHUE 3ABUCUMOCTH NMEPCOHANA
OT CBOMX CMELMAAUCTOB
HEOBEXOAUMOCTb
PA3HOMNAAHOBOW 3KCNEPTU3bI
HEOBXOAUMOCTD OPTAHU3ALMNA
BbICTPOIO CTAPTA CEPBUCOB CEPBUCOB 24*7
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Yro myraet ipu nepeaade Vb ma ayrcopc? j@%

NMepeaaua OTBETCTBEHHOCTU
3a Ub Ha CcTOpOHY?!

A yem OTBETUT avTcobcep 3a
noTepro MOUX AAHHbIX?!

3alluLleHbl AM MOU AAHHbIE Ha
CTOpPOHe ayTcopcepa?!

«MmMM... A uTO Takoe SLA?»
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beccrpammasrin Aeto bank

infosystems

MraHnsa «Mudpocuctembl Dxe™ oBecrieunBaeT Tawke

«...B paMKax ayTtcopcuHra ko
BesonacHoCcTb UT-nHdpacTpyKTypb! ¥ npuknagHbIxX cuctem. CepBuch! b
ro poccuicKoro KOMMep4ecKoro ueHTpa

npepocTaBnsioTeA 13 nepeo
(Jet Security Operation Center), ycronb3oBaHne

MOHUTOPUHIA B — JSOC

KOTOpOFO No3BOMNAeT BLISIBNATL, pearmposaTb U npepoTBpaLLaTE yrposbl U

uHumMpaenTsl Vb B KpYTrocyToH
sCst MHcpopMaLmMoHHasa GeaonacHoCTb OaHka, HaxopuTca B N

paseuTUs 1 coaepmeHcTaoaaHm. Ho yxe cenvac NPUMEHSIOTCA coepeMeHHbIe
oBaHve DDoS-atak, ataKk

TexHonormu, koTopble oBecnevynsaioT gbisierexve v Gnokvp

HoM pexume C cambiMyi BEICOKUMA SLA. JSOC, kak 1
pouecce HenpepbIBHOMO

tvna «zero day» u TapreTNpoBaHHbLIX araK...»
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Kaxk ato paboraer

infosystems

VU umVay. v
ARA (g

Mockea

dexypHan cmeHa WHmeHepbl
A0MHHACTREWPOEAHWA pPEarupoBaHMa,
7:00 —21:00 AKCNEepThI

OexypHan cMeHa JAexypHan cMmexa
MOHWTOPWHIA aaMUHWCTPHPOEAHWA
0:00 — 24:00 0:00 — 24:00

MHIpOpMaUMOHHBIE PECYPCEI 3aKAZYHKA

HHhopMaALMOHHBIE PECYDCh! JAKaTYMKA

WHOpPMALWOHHBIE PECYPCH! 3aKAZYMKA
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Y10 Ke MOKHO IIEpEAATh HA AYTCOPCUHT

Mpoueccbl ynpasneHua 6e3onacHoCTbio

AHann3 p1ckoB 1
NAaHUpPOBaHME
pabort no
nosblweHuo Nb

W3MEHEHMN B dYyHKUMOHANbHAA pasBUTKA,

[
|
KoHTponb MeTogonorua u JdpaiB nnaHoBs
busHece u UT NOCTaHOBKa 3a4au MOAepHU3aLKA

Mpoueccbl o6ecneueHun 6e3onacHOCTH

MOHWUTOPHHT PearnpoBaHue KoHTponb YnpasneHue
cobbiTnin UB Ha UHLUAEHTbI 3aLMLLLEHHOCTH DOCTYNOM

infosystems

OpraHvM3aumnoHHble
MEPONPUATHA NO
Wb, nosbilweHne

OCBEAOMJIEHHOCTH

KoHTpob YnpasneHune
aoMUHOB U TpeboBaHMAMU

NoAPAAYUKOB pPerynaTopos

PaccnepoBaHuA

AAMMWHUCTPUPOBAHKE U pernameHTHble paboTbi

O6ecnevyeHune pabotocnocobHocTH

AV DLP
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Y10 Ke MOKHO IIEpEAATh HA AYTCOPCUHT

Mpoueccbl ynpasneHua 6e3onacHoCTbio

AHanun> "1CKOB U
MA¢ A D08 \HUE
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nosblweHuno Nb
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Mpoueccb ciecneuel-m 6e3onacHocTH
* " kok * '

PearnpoBaHue
Ha UHLUMUAEHTBI

Kk

MOHWUTOPHHT
cobbiTui UB |

Ke' . 21b
d (M ‘HO K
no. "an: (KOB

KoHTponb
3aLMLLLEHHOCTH

YnpasneHue
JOCTYNOM

Pac n. 10t 1HKMA

infosystems

OpraHu>=1MOHHbIe
MEf 21 IMA 'MA NO
WUB, "oBL" JeHKE

OCBEAOMJIEHHOCTH

*k

YnpasneHune
TpeboBaHMAMM
pPerynatTopos

AAMUHUCTPUPOBAHUWE U pernameHTHble pada

O6ecneveHune paGOTocnocoﬁl-lo*b*

AV DLP
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BricBOOOKACHIIE BpEMEHHN U PECYPCOB CAYKOBI V1b

infosystems

3aka3umk CepBuc-ipoBariaep

yn paBaieHue 6e3onacHoCTbO

MoHuTopuHr cobbiTnin Ub

Opyrue npoueccbl Ub

AamMmuHuctpuposaHue C3U

Ob6ecneuyeHue
paboTtocnocobHocTn
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BricBoOOKACHIIE BpEMEHN M PECYPCOB CAYKOBI V1b j%

3akasgyuk CepBuc-tpoBariaep
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BricBoOOKACHIIE BpEMEHN M PECYPCOB CAYKOBI V1b j%

3aka3uuk

3apauv pa3BUTUA

CepBuc-ipoBariaep

3a cuer aYTCOPCI/IHI‘a BO3MO>KHO

BLICBOGOXKACHUE TTOA 324

xob1 1B

(ecam C3H sxcrniayarupyer

xopr 1B
npyer

I_
.
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AYTCOPCHHT AOPOKE MHCOPCHHTA!

infosystems
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Kak HeAB3A ITOCTYIIATh C AYTCOPCUHIOM j@%

X Tpu raaBHBIX HEAB3:

< Heap3s mepeaaBaTh HEOOPA3ZMEPEHHYIO 32Aa9y O€3 METPUK H O3

YETKOI'O pE3yAbTaTa

RS HeAb3a mmepeaaBaTh Ha ayTCOPCUHT 32AA4Y, Pa3MEP KOTOPOU

OOABIIIE CAMOIO ayTCcopcepa

2 Heap3s IIEPEAABATD (byHKLm}o

«HpI/IHHTI/IH pI/ICKOB»
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MHOPOCUMCTEMbBI OXET

Crracu0o!

HUrops AanyHoB

3AO «HMudocucremer Axer»
+7 495 411 7601

+7 916 970 9278
liapunov(@jet.msk.su




